Docusign Envelope ID: D49F10B2-CEA2-4AD7-86BE-58FDB5A41FEA

TOR approved by:

P

Zhenishbek Arzymatov, =~

c|
Z|

UNDP Senior Advisor Strengthening Democracy and Rule of Law/Project Coordinator
DocuSigned by:

Znenswbee hezpustoy. . 26-3un-2025

45BD9BFDBASE4B2. ..

Signature:

Sergei Juiko, IT/LAN Specialist

DocuSigned by:

SW leﬁo Date. 26-Jun-2025

321ECA88ED3F470...

Signature:

TOR prepared by:

Nurlan Bakirov, Project Analyst

Signed by:

% M 25-Jun-2025

Signature: SESCETAU20. Date:

TERMS OF REFERENCE /TEXHUYECKOE 3AJAHUE

for development of the Automated Information System “Kadry” (human resources) of the Ministry of Internal Affairs (MIA) of the
Kyrgyz Republic / Ha co3pgaHue aBTomaTnampoBaHHoM MHGOPMaLMOHHOM cuctembl «Kagpbi» MuHucrepcrso BHyTpeHHux flen (MBJ)
Kbiprbizckoit Pecny6aunku

Project Name: UNDP Project “Portfolio development action” (PID: 00131399)/ Mpoekt MPOOH «/[leicTBua No pasBUTUIO
noptdonno» (Homep npoekta 00131399)

Short title of Development of the AIS “Kadry” of the MIA KR / Pazpa6otka AUC «Kagpbi» MB/, KP

Assignment:

Duty station: Bishkek, Kyrgyz Republic / r. Buwkek, Kbiprbiackas Pecnybamnka

Type of Contract: Service Contract / lorosop 06 ycayrax

Duration of Contract: 5 months upon signing the contract /5 mecsAueB nocse NOANMCaHMA KOHTPAKTa

BACKGROUND/ MCXOHbIE AAHHbIE

The technical specification outlines the development requirements for the Automated Information System "Kadry" of the Ministry of
Interior of the Kyrgyz Republic. The current system, which operates only in the central office, lacks full automation, analytical capabilities,
and integration with territorial units. Key deficiencies include manual processes for personnel records, lack of time tracking, and limited
access control. The project aims to develop a scalable, secure and modular web-based system using modern technologies (e.g. MS SQL
Server or PostgreSQL, .NET Core 6+) to automate HR processes, enhance data security and ensure interoperability with other systems
such as "Tundik". / B TexHMYecKOM 3aZiaHNM M310KEHbI TPEOOBaHMA K CO34aHUI0 aBTOMATU3MPOBAHHON MHOOPMALMOHHOW CUCTEMbI
«Kagpbi» (AUC «Kagpbi») MuHucTepcTBa BHYTpeHHUX Aen Kbiprbisckoi Pecnybanku. Tekylwaa cuctema, GyHKLMOHUPYIOLLAA TONbKO B
LeHTpanbHOM annapaTte, He MMeEeT MOSIHOW aBTOMaTU3aLMK, aHANMTUYECKUX BO3MONKHOCTEW M MHTErpauuu ¢ TepputopuanbHbIMU
noapasgeneHuamn. Cpeam KNoUeBbIX HeA0CTAaTKOB - pyYHan 06paboTKa KagpoBbIX LOKYMEHTOB, OTCYTCTBME yyeTa paboyero BpemeHu u
OrpaHMYEHHbIN KOHTPOb AocTyna. MpoeKT HanpaBneH Ha pa3paboTKy macwTabupyemoli, 6e3onacHoM U Moay/ibHOW Beb-cucTembl C
MCMO/Ib30BaHMEM COBPEMEHHbIX TexHoNormnin (Hanpumep, MS SQL Server unm PostgreSQL, .NET Core 6+) ana aBTomaTM3auumn KaapoBbixX
npoLeccoB, NOBbILLEHWA 6€30MacHOCTU JaHHbIX U 0b6ecneyeHna COBMECTUMOCTU C APYTUMU CUCTEMAMM, TAaKUMU KaK « TYHAYKY.

PURPOSE / LIE/b

Development of a scalable, secure AIS to automate personnel management for the Ministry of Interior (MIA) of the Kyrgyz Republic,
including personnel records, analytics, and integration with territorial units. /

Co3pgaHne macwTtabupyemolt, 3awmuieHHon AUC ans aBTomatusalmm ynpasaeHns nepcoHanom MuHuctepcteo BHyTpeHHux en (MBA)
Kbiprbi3ckoi Pecnybamnkm, BKAOYaA KagpoBoe Aef0Npon3BOACTBO, aHAIMTUKY M MHTETPALLMIO C TEPPUTOPUAIbHBIMU NOAPA3LENEHUAMMU.

SCOPE OF WORK / OBbEM PABOTbI

1. Development of AIS “Kadry” specification and coordination with the Ministry of Internal Affairs of the Kyrgyz Republic /
Paspabotka cneumndpukaumm AUC «Kagpbi» u cornacosaHue c MB/ KP:
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In this phase, the contractor will conduct a detailed analysis of the business processes of the Ministry of Interior of the Kyrgyz Republic's
Human Resources Department and examine the capabilities and useful features of the existing software. The contractor will develop a
new system architecture including requirements for functionality (personnel records management, personnel structure, certification and
personnel selection), security (AES-256 encryption, two-factor authentication), integration (REST/JSON API, SOAP/XML) and performance
(response time < 2 sec, support for 1000 users). The results will be presented in the form of detailed specifications (system architecture,
database scheme, component interaction diagram), which will be presented to the responsible staff of the Ministry of Interior of the
Kyrgyz Republic and UNDP Kyrgyz Republic. The specifications must be approved by the Ministry of Interior of the Kyrgyz Republic and
UNDP and will serve as the basis for further system development.

/ Ha paHHOMm 3Tane nogpafyvk NpoBefeT AeTanbHblii aHanu3 BGuU3Hec-NpoLeccoB oTAena KaaposB MUHWUCTEPCTBA BHYTPEHHWUX Aen
Kblprbi3ckoit Pecnyb6/iMK1M U U3yunT BO3MOMKHOCTM U MOJe3Hble CBOMCTBA CYLLECTBYIOWEro nporpammHoro obecneveHuns. Moapasumk
pa3paboTaeT apxXUTEKTYpPYy HOBOW CUCTEMDI, BK/OYatoLLyto TpeboBaHMA K GYHKLMOHANbHOCTH (KafpoBOe Ae/10NPOn3BOACTBO, KafpoBbIi
cocTas, aTrectauus M oTbop nepcoHana), 6esonacHoctn (wudposaHme AES-256, aByxdaKTopHas ayTeHTUdMKauMA), MHTerpauum
(REST/JSON API, SOAP/XML) v npoussoguTenbHOCTV (Bpems OTKAMKa < 2 ceK, noagepskka 1000 nonb3osateneit). PesynbraTbl 6yayT
opopmeHbl B BuAe NOAPOGHbLIX chneunduKaumini (apxvTeKkTypa cucTembl, cxema 6asbl JaHHbIX, AMarpamma B3avMOAeNcTBUA
KOMMOHEHTOB), KOTopble ByayT NpescTaBeHbl OTBETCTBEHHbIM COTPYAHMKaM MUHUCTEPCTBA BHYTPeHHUX Aen Kbiprbi3ckoi Pecnybanku
n MPOOH Kbiprbidckoit Pecnybnuku. Cneunduraumm [0MKHbI ObITb yTBEpPXKAEHbI MWHUCTEPCTBOM BHYTPEHHUX Aen Kblprbi3ckown
Pecny6avkn n MPOOH 1 nocnykaT 0OCHOBOM ANA AanbHenwWwen pa3paboTku cucTembl.

2. Software Development / PazpaboTka nporpammHoro obecneyeHus
2.1. General Purpose of the System / HazHaueHue Cuctembl B LiesIoM

The main purpose of developing and implementing AlIS is to automate personnel management processes and provide full support at all
stages of operations. OCHOBHbIM Ha3HayeHWem pa3paboTku u peanusauumn AUC aBnaetcs obecrneyeHve aBTOMATM3aLLMU NPOLECCOB
ynpasneHna nepcoHasiom n I'IO/]HOd)\/HKLI,VIOHa}'IbHOFO CONpoOBOXAEHNA Ha BCEX 3Tanax pa6OTbI, a MMEHHO:

- management of employee data; / ynpasieHue gaHHbIMU COTPYAHUKOB;

- maintenance of centralized normative reference information (NRI); / BefeHue LEeHTPaNN30BaHHON HOPMATUBHO CNPaBOYHOM
nHpopmaumm (HCU);

- managing organizational and staff structures; / ynpasneHue opraH13aLMOHHO-LUTATHOW CTPYKTYPONA;

- management of personnel records; / ynpasneHue KagpoBbiM 4e/0NPOU3BOACTBOM;

- accounting for and registering employees' working hours; / yuet v pervcrpauus paboyero BpemeHu paboTHUKOB;
- accounting for sick leave and vacations; / yueT 60/1bHUYHbIX U OTMYCKOB;

- management of personnel assessment and attestation; / ynpasieHue oLEHKOW 1 aTTecTaumeli nepcoHana;

- personnel selection; / oT6op nepcoHana;

- management of the personnel reserve. / ynpasneHune KafposbiM pe3epBoM.

The system should provide maximum automation of data input, processing, and accumulation using modern technologies. It should also
provide a tool for dynamically forming and issuing analytical information on specified parameters. This will allow for effective management
of the Ministry's human resources and provide operational access to personnel records for management and personnel department
employees. The system should function based on global standards and presentation formats generally accepted in the Kyrgyz Republic. /

Cuctema pomKHa obecneynTb MakCMMasbHYO aBTOMATM3aLLMI0 NPOLLECcCOB BBOAA, 06PabOTKM M HAKOMIEHWUA AaHHbIX C MPUMEHEHUEM
COBPEMEHHbIX TEXHO/IOTUIA, @ TaKXKe NPeaoCTaBUTb MHCTPYMEHT AMHAMMUYECKoro GOpMMUPOBaHMA M Bbl4auM aHaUTUYECKOW MHGopMaLmm
no 3aZaHHbIM NapameTpam, YTO NO3BOIUT MOCTPOUTb 3GDEKTUBHYIO PAabOTy C KagpoBbIMM pecypcamMmyv MUHUCTEPCTBA, NPeAoCTaBUTb
onepaTuBHbINA AOCTYN PYKOBOACTBY M COTPYAHMKAM KagpOoBbIX MOAPA3AeNeHUI K AaHHBIM Ka[pOBOro y4YeTa JIMYHOro coctasa. Cucrema
[OMKHA PYHKLMOHMPOBATb Ha 6a3e M1POBbLIX CTaHAAPTOB U popmaTax NpeacTaBneHus, obienpuHaATbIX B Kbiprbickol Pecnybnivke.

The system must comply with the overall system requirements and the functional requirements as detailed in Annex 1 / Cuctema
AON1*KHa COOTBETCTBOBATb Tpe6OBaHVIHM K cucteme mn TpeﬁOBaHVIHM K beHKLI,VIFIM (3a,u,aan|), BbIMOJIHAEMbIM CVICTEMOVI, N3N0XeHHbIM B
npunoxeHun 1.

3. Development of Manuals / Paspa6oTka pykoBogcTs

The Contractor shall develop and provide the following documents: / VicnonHutens gonxeH paspaboraTb M NPefoCcTaBUTb CaeaytoLme
[LOKYMEHTbI:

- System functionality and configuration description; / onucaHve GpyHKLMOHANA U HACTPOEK CUCTEMbI;

- Administrator manual (including configuration, backup, recovery, test scenarios, and other relevant procedures); / pykosozactso
aflMMHUCTPATOPa (HACcTpoliKa, pesepBHOE KONUPOBAHME, BOCCTAHOBNEHME, TECTOBbIE CLLEHAPUN U ApYroe);

- API documentation for integration (REST/JSON, SOAP/XML); / API-nokymeHTaums ana uHaterpaumm (REST/JISON, SOAP/XML)
- User manual (working with the interface). / pykosoacTso nonbsosatens (pabota ¢ MHTepdeincom).

The documentation in Russian should be transferred in paper and electronic form on a medium. / NMepegasaemas AoKyMeHTaLMsA Ha
PYCCKOM fA3blKe A0/IKHA 6bITb BbINOJHEHA B BYMaXKHOM W 3/1EKTPOHHOM BMAE Ha HOocUTese.
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4. Commissioning and Preliminary Testing / lNyckoHanagouHble paboTbl U NpoBeAeHMe NpeaBapUTE/IbHbIX UCMbITAHUN
After the development of the AIS "Kadry" is complete, preliminary tests of the system will be conducted. These tests will be conducted

by the contractor in the presence of Ministry of Internal Affairs representatives from the Kyrgyz Republic / Mocne okoH4aHua paboT no
paspabotke AUC “Kagpbl” [o/kKHbl ObITb NpoBeAeHbl NpeaBapuTesbHble UCMbITaHMA Cuctembl. MpeaBapuTenbHble UCMbITAHUA
nposoaaTca Nogpsaaynkom B NpuUcyTcTBMU NpeacTtasuTenet MB/ KP.

This stage includes the following activities: / [laHHblii 3Tan npeanonaraet:

- Deployment of a test bench / PassepTbiBaHue TectoBOro cTeHaa

- Configuration of servers (DBMS, web server) / Hactpoiika cepsepos (CYB/, Be6-cepsep)

- Data migration from the old system / lNepeHoc gaHHbIX U3 CTapO CUCTEMbI

- Verification of integration with external systems / NpoBepKa MHTErpaLumn ¢ BHELHUMU CUCTEMAMM

- Configuration of backup procedures (daily incremental, weekly full backups) / Hacrtpoiika pesepsHOro KonupoBaHus
(erkeiHEBHOE MHKpPEMEHTabHOE, eXkeHee/IbHOe NOJHOE)

- Fault tolerance testing / TecTupoBaHue 0TKa30yCTONYMBOCTU

Functional testing: / ®yHKUMOHaNbHOE TECTUPOBAHME:

- Verification of all modules for compliance with the Terms of Reference / Nposepka Bcex moaynei Ha cooTBeTcTBMe T3
- Testing of reports and system integrations / TecTvpoBaHue OTHETOB U UHTErpaLun
Load testing: / HarpysouHoe TecTvpoBaHue:

- 50 concurrent users / 50 ogHOBPEMEHHbIX No/b30BaTeNei

- Response time testing / MpoBepka BpeMeHM OTKANKA

Security testing: / TectupoBsaHue 6e30MacHOCTH:

- Data encryption testing / MposepKa wWndpoBaHMs AaHHbIX

- Security system audit / AyauT cuctembl 3aLLUThbI

Documentation of results, including: / lokymeHTMpoBaHWe pesynsTaTos:

- Preparation of a test report / CoctasneHune oT4yeta o TeCTUPOBaHUM

- Correction of identified errors / YcTpaHeHue BbifiBNEHHbIX OWKUB0K

Based on preliminary testing, conclusions should be drawn about the compliance or noncompliance of AIS functionality with the
requirements of this technical assignment, as well as the system's readiness for acceptance testing. All critical errors must be eliminated
and data must be transferred without loss. System tests shall be performed after debugging and testing, with at least 95% coverage of
the functionality. / B pesysnbrate nposeseHus npeaBapuUTE/ibHbIX UCMbITAHWUIA A0/XKHbI BbITh CAENaHbl BbIBOAbI O COOTBETCTBUMU WM
HecooTBeTCcTBUU OyHKUMOHana AUC TpeboBaHMAM HACTOALLErO TEXHMYECKOTO 3afaHusA M O TOTOBHOCTM CUCTEMbl K MPOBeAEHUIo
NPUEeMOYHbIX UCMbITaHUI. [OMKHbI BbITb YCTPaHEHbl BCe KpUTMYecKue oWWbKWM, AaHHble A0/MKHbI 6blTb NnepeHeceHbl 6e3 noTepsb.
McnbitaHma Cuctembl BbINMOMHAKOTCA nocne nposegeHnAa oThagku U TeCTMpoBaHuA, MNpu 3TOM NOKpbITUE d)yHKLI,VIOHaﬂa TeCtTamMun AO01KHO
COCTaB/ATb He meHee 95%.

5. Pilot Operation and Acceptance Testing / NposegeHue ONbITHOM 3KCRJIyaTaLMm U NPUEMOYHbIX UCTIbITAaHUI

Acceptance tests will be conducted to confirm that the system functions are operable and comply with the requirements of this technical
assignment. The Contractor shall conduct acceptance tests in the presence of the Ministry of Internal Affairs of the Kyrgyz Republic and
UNDP KR representatives. / [pu cpave-npuémke paboT NpoBOAATCA MPUEMOYHbIE WCMbITAaHWA C LEAblo MNOATBEPXKAEHMA
paboTocnocobHOCTU GYHKUUIA CUCTEMBI M COOTBETCTBUA TPeOOBAHUAM HACTOALLErO TEXHUYECKOro 3adaHuA. MpuemoUHble UCMbITaHuA
OONKHbI NpoBoaUTbCA MogpaaunmKkom B npucyTcTeum npeactasutenei MBI, KP 1 MPOOH KP.

Based on the test results, the Contractor shall correct the documentation and eliminate identified software deficiencies, if necessary.
Final testing confirms the correction of all comments. / Mo pesynbtatam ucnbiTaHnii NMoApAAYMK AOMKEH UCNPABUTL AOKYMEHTALMIO U
YCTPaHMUTb BbIAB/EHHbIE HEAOCTAaTKM NPOrpamMmMHOro obecnedyeHms, ecam 310 Heobxoammo. duHanbHOE TecTUpoBaHMe NoATBEPXKAaeT
ncrnpasaeHme Bcex 3amedaHui.

After the acceptance and final tests are successfully performed, an acceptance certificate for the completed work and a set of
documentation shall be drawn up. / Mocne ycnelwHoro nposeaeHna NpUemoUHbIX U GUHANbHbBIX UCMbITAaHWUIA COCTABAAETCA aKT Npuema-
nepeaayn BbIMONHEHHbIX PabOT 1 KOMMIEKCA AOKYMEHTALUMU.

6. User Training / O6yueHune nonb3osartenei

The Contractor shall conduct training sessions for the users on how to operate the AlS. Training shall be delivered on the premises and
using the technical facilities of the Ministry of Internal Affairs of the Kyrgyz Republic. / Moapaaunk nposoaut obyyerue pabote c AUC ana
nosb3oBaTtesieit. ObyyeHne NPOBOAUTCA HAa MaTepuasbHO TeXHMYecKkol 6ase MB/ KP.

Training shall cover the following key areas: / O6y4eHvie NpoBOAUTCA MO CEAYIOLMM OCHOBHbIM HanpasieHUAaAM:

- basic course for employees of personnel departments — 8 hours / 6a308bil1 Kypc 415 COTPYAHMKOB KaApoBbix NoApasaeneHui
— 8 yacos.

- advanced course for system administrators — 16 hours / npoaguHyTbIi Kypc 4158 aAMUHUCTPATOPOB cUcTeMbl — 16 Yacos.
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The Contractor shall provide electronic training materials, including video tutorials, PDF manuals, test scenarios, and other relevant
resources, as well as meals during the training sessions. / MoapsaaYvK NpefocTas/ifeT 3/1IeKTPOHHbIE 06yYatoLme maTeprabl: BUAEOKYPC,
PDF-MHCTPYKUMM, TECTOBbIE CLIEHAPUM U T.M., a TaK:Ke obecneynBaeT NUTaHUEM BO BPEMSA NPOBeAeHUA 0BydeHNs.

FINAL DELIVERABLES / OXXWOAEMBbIE PE3Y/IbTATbI

PAYMENT

STRUCTURE /
CTPYKTYPA
ONNATbI

DELIVERABLES / PE3Y/IbTATbI TERMS / CPOKMU

An interim descriptive report has been prepared, including at a minimum the
following deliverables: / CoctaeneH MpoMesKyTOUHbIA OMNMcaTeNbHbIA OTYET,
BK/IOYAIOLLMIA, KaK MUHUMYM, CNeaytoLLMe pe3ybTaTbl:

A detailed specification of the AIS “Kadry,” developed and approved by the Within one month after
Ministry of Internal Affairs of the Kyrgyz Republic and UNDP, including the system | contract signed / B Teuenne
architecture, database schema, and component interaction diagram, providing O0AHOro mecAua nocne
comprehensive information about the system. / Paspa6otaHHas wu NOANUCAHNA KOHTPaKTa
cornacosaHHaa ¢ MB/[ KP u MPOOH petanbHas cneumodukaums AUC «Kagpbi»
(apxuTekTypa cuctembl, cxema 6asbl AaHHbIX, AMArpaMmma B3aMMOAeNCTBUA
KOMMOHEHTOB), BK/OYatoWwas nogpobHyo MHGopMaLmto o cucteme.

25%

An interim descriptive report has been prepared, including at a minimum the
following deliverables: / Coctaned npomexyTouHbIi ONUcaTeNbHbIA OTYET,
BK/IOYAIOLLMIA, KaK MUHUMYM, CNeAytoLLIMe Pe3ybTaTbl:

Pilot operation and acceptance testing to verify compliance with the Terms of
Reference: / MpoBeaeHue ONbITHOM 3KCMAyaTaLUM U NPUEMOYHBIX UCTbITAHWUIA
Ha cooTBeTcTBMe T3:

e  Confirmation of the operability of all modules and case scenarios; /
MoaTtsepkaeHMe paboTocnocobHOCTM BCeX MOAYNEN, CLEHAPUEB.

e  Verification of compliance with security and reliability requirements; / Within 3 months after

MpoBepKa BbINONHEHNA TPpeboBaHMIA K 6@30MaCHOCTU U HAaZEXHOCTH. contract signed /
35%
e  Resolution of all critical system errors. / YcTpaHeHbl Bce KpuUTUYECKue B TeyeHune Tpex mecAues

OLUIMBKM cUCTEMBI. nocne nognMcaHMA KOHTPaKTa

Training of at least 20 system users has been conducted (training program and
participant list attached) with provision of meal: / OcyuiectsneHo obyueHue ¢
npefocTaBneHneM nNuTaHus He MmeHee 20 nosnb3oBaTenei  cUCTeMbl
(npwnaraetca nporpamma v CNMCOK YYaCTHUKOB):

®  Basic course for HR department staff — 8 hours; / 6a3oBbiit Kypc aa
COTPYAHMKOB KaApoBbIX NoApasaeneHnini — 8 4acos;

e Advanced course for system administrators — 16 hours. / npogsuHyTbIit
KypC 48 a4MUHUCTPATOPOB cucTeMbl — 16 Yyacos.

A final report has been prepared, describing all completed work, including: /
CocTaBneH UTOTOBbIM OTYET C OMUCAHWEM BCEX BbIMOAHEHHbIX paboT, BKAtoYan:

The UNDP in the Kyrgyz Republic, the Kyrgyz Republic's Ministry of Internal
Affairs, and the Contractor signed a tripartite Act of Acceptance of the system
and a set of documentation describing its functionality, installation, and

operation, including but not limited to: / Mexay MPOOH B KP, MB/, KP u
McnonHuTenem noAnucaH TPEXCTOPOHHUI AKT npuema-nepesayn cuctembl u
KOMM/IeKca AOKYMEHTALMM, ONUCbIBatOLLEN ee QYHKLMOHANbHbIE BO3MOXHOCTH, Within 5 months after
NOpAAOK YCTAHOBKM, 3KCM/IyaTaluum, BKAOYAA, HO HE OrPaHNYMBAACDH: contract signed / 40%

B TeueHune natn mecsaues 0
nocsae NognucaHuA KOHTPaKTa

e User Manual (containing a general system overview, functional
capabilities, and usage instructions); / PykoBoaCTBO nosb3oBaTens
(cogep*uT oblwee onucaHMe cucTembl, ee GYHKLMOHa/bHblE
BO3MOKHOCTM U COCObbI UX UCMO/b30BaHMA);

e  Administrator Manual (including installation procedures, system
component requirements, hardware/software prerequisites, and
update procedures); / PykoBoACTBO agMMHUCTpaTOpa (codepuT
cBeaeHun 06 yctaHoBKe MHGOPMALMOHHOM CUCTEMBI, €€ KOMMOHEHTOB,
TpeboBaHMa K 06OpPYAOBaHWIO, OMEPaLMOHHOW  cucTeMe MU

CrpaHnua4ns 14



Docusign Envelope ID: D49F10B2-CEA2-4AD7-86BE-58FDB5A41FEA

PAYMENT

DELIVERABLES / PE3Y/ITATbI TERMS / CPOKM STRUCTURE /
CTPYKTYPA

ONANATbI

LOMNONHUTENBHOMY — MpOrpaMMHOMY — obecrneyeHuto,  onucaHue
npoueaypbl 06HOBMEHUS);

e  Technical Description (detailing the internal structure of the system,
including classes, methods, properties, interfaces, etc.); / TexHuueckoe
onucaHue cuctembl. COAEPKUT OMUCaHWE BHYTPEHHEro YCTPOMCTBa
CMCTEeMbI, ONUCaHMeE K/1acCoB, METOA0B, CBOMCTB, MHTEPDENCOoB U T.4,;

e  Complete APl Documentation for third-party developers; / MonHas
LOKyMeHTaums no API cuctembl 419 CTOPOHHUX pa3paboTumKos;

e  Source Code (mandatory in the case of custom or proprietary software
development). The source code must be transmitted via physical or
electronic media, or through other services. / icxoaHblie Kogpl. B cayyae
3aKa3HOW uan cobcTBEHHOM pa3paboTKM NporpaMmHOro obecneyeHms
HeobXo0AMMO HanMyMe UCXOAHbIX KOAOB Mporpamm. McxogHbl Kof,
[OMmKeH 6bITb nepefaH Ha GU3NYECKOM MU 3NEKTPOHHOM HOCUTENE
WU APYTMMU CEPBUCAMMU.

The administration rights to the software shall transfer to the MIA upon
execution of the acceptance certificate. / lNpaBa agMUHUCTPUpPOBaHMA Ha
nporpammHoe obecneyeHne nepexofAaT K MB/[ ¢ MomeHTa nognucaHnA akTa
NPUEMKU-Nepesayn.

AIS “Kadry” is developed in full compliance with the description of works of this
technical requirements / AUC "Kagpb!" paspaboTaHa B NOJIHOM COOTBETCTBUU C
onvcaHnem paboT HACTOALLErO TEXHUYECKOTO 3a4aHus.

Provision of warranty support for 6 months (correction of critical errors within
24 hours, consultations on how to work with the system) / MNpegocrasneHa
rapaHTMiMHan MNoAAepKa B TedeHWe 6 mecAues (McrnpaBieHMe KPUTUYECKUX
ownboK B TeueHue 24 4acos, KOHCY/bTaLmMK No paboTe C cMCTEMOIA)

REPORTING REQUIREMENTS / TPEBEOBAHMA NO OTYETHOCTU

All information and reports should be provided in electronic versions in Russian / Bca vHbopmaumsa v oT4ETbl AO/KHbI 6biTb
npeAcTaB/ieHbl B 3/1IEKTPOHHOM BEPCMM HA PYCCKOM A3bIKE.

The Contractor shall be solely liable for the accuracy and reliability of the data provided, links to sources of information used/ Mogpaaunk
HeceT WCKAOUUTE/IbHYIO OTBETCTBEHHOCTb 3a TOYHOCTb M [OCTOBEPHOCTb MPeAOCTaBAAEMbIX AAHHbIX, CCbIIKU Ha UCTOYHUKM
nHbOpMaLMK, KoTopble 6blIM UCMNOb30BaHbI.

The Contractor will be submitting the reports based on the results achieved to be approved by the UNDP Team Leader of Governance
and Social Cohesion Programme and by the UNDP Senior Advisor on Strengthening Democracy and Rule of Law which will serve as
justification for payments / Moapsa4uKk npeacTaBaser oT4eTbl Ha OCHOBE LOCTUIHYTLIX PE3YNbTaTOB, KOTOPbIE A0/KHbI BbITb YTBEPKAEHDI
PykoBoauTenem nporpammHoro HanpasneHus MPOOH «locyaapcTBeHHOe ynpaBieHWe U COLManbHas CrIOYeHHOCTb» U CTapum
coBeTHMKOM MMPOOH no yKpenaeHuio AeMOKPaTUM U BEPXOBEHCTBA NPaBa, YTo CNYKUT OCHOBaHWEM AR BbINAaT.

Upon completion of the work under every stage above, the contractor shall submit products/deliverables for approval by the UNDP
Program, based on which the installment is paid in accordance with "Expected Results" section. /lo 3aBepleHnn paboTbl Ha KaK40M 13
BblLLEYKa3aHHbIX 3TAMNoB NOCTaBLMK AOKEH NPEACTaBUTb NPOAYKTbI/KOHEUYHble pe3y/ibTaTbl Ha yTBepKaeHue Mporpammbl MPOOH, Ha
OCHOBaHWM YEro BbINIaYMBAETCA NIATEX B COOTBETCTBMM C pasgesiom "Oxuaaemble pesynbTtatbl”.

Structure of interim and final reports are to be defined in coordination with UNDP Senior Advisor. / CTpyKTypa NpOMEKYTOUHbIX U
OKOHYaTe/IbHbIX OTYETOB A0/KHA ObITb ONpeaeneHa B KoopamHaumm ¢ Ctapwmnm CoseTHukom NMPOOH.

Contractor will have to submit reports and other requested information to UNDP Programme if needs and fulfill his/her assighments in
accordance with Implementation schedule. /MocTaBumK go/mKeH 6GyaeT nNpu HEOBXOAMMOCTM NPeACTaBNATb OTYETbl M APYryo
3anpalumBaemyto MHpopmauumto B Mporpammy MPOOH u BbINOAHATL CBOM 3a4aHMA B COOTBETCTBUM C rpadMKOM peanmsaumm.

All materials produced by the Contractor before their approval by the government of the Kyrgyz Republic are the property of UNDP, and
before its publication can only be used in coordination with the UNDP office / Bce maTepuanbl, npousseaeHHble Moapaaunkom, Ao
YTBEPKAEHUA TOCYAaPCTBEHHBIMU opraHamu Kblprbi3ckon Pecnybnaunku, asnatotca cobctBeHHocTbto MPOOH, u go nybavkaumm moryT
MCMNOb30BaTbCA TONbKO € cornacus odpuca NMPOOH.
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Payments will be disbursed in installments based on the table titled "Expected Deliverables" and upon submission and approval of
respective products. The contractor shall submit reports, based on the agreed format, describing all actions undertaken during the
implementation of the Terms of Reference, as per the established reporting schedule. Upon completion of tasks, the contractor shall
submit interim and final reports for the approval of the UNDP Programme Specialist/Team Leader of the Governance and Social Cohesion
Program and the UNDP Senior Adviser on Strengthening Democracy and Rule of Law. Based on these reports, payments will be disbursed.
/ Bbinnatbl 6yayT NpPOM3BOAMTLCA 4YacCTAMM B COOTBETCTBMM C Tabauuen «Oskuaaemble pesynbTaTbl» WM MOCAe NPeAcTaBaeHua U
YTBEPKAEHUA COOTBETCTBYIOLLMX NPOAYKTOB. MoAPAAYMK LOMKEH NPEACTaBUTL OTYETbI B COracoBaHHOM GopmaTe, ONUCbIBatOLLME BCE
OEeNCTBMA, NPEANPUHATbIE B XO4E BbIMNONHEHNA TeXHUYECKOro 3aaHus, B COOTBETCTBUM C YCTAHOBEHHbIM rpadMKOM OTY4ETHOCTU. Mocne
3aBeplieHmns paboTbl NOAPAAYMK OO/KEH NPeACTaBUTb MPOMEKYTOUHbINA M 3aK0YUTE/IbHbIN OTYETbI HA YTBEPKAEHME MPOrPaMMHbIM
cneumanuctom / Tum nugepom HanpasneHua MPOOH «locyfapcTBEHHOE ynpaB/ieHWe M COLManbHas CrIOYEHHOCTb» M CTapwumm
coBeTHMKOM MPOOH no ykpenneHuto 4eMOKPaTUM U BEPXOBEHCTBA 3aKOHA, Ha OCHOBAHMM KOTOPbIX ByAyT NPOM3BEAEHbI NAATEXKM.
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7. Annex 1/ MNpunoxerue 1 Requirements to the System and Functional Requirements / Tpe6oBaHus K cucteme v TpeboBaHuUA K
byHKUMAM (3a4a4am), BbIMOAHAEMbIM CUCTEMOW

7.1. Requirements to the system / TpeboBaHus K cucteme
7.1.1. In general, the AlS shall meet the following requirements: / B uenom AUC fon13kHa COOTBETCTBOBATH C/iefytoLiMm TpeboBaHMAM:
° Be based on a component-based architecture to ensure maximum flexibility, allowing the reuse of existing standard solutions

for typical tasks, if necessary, eliminating the need for redevelopment. / cTpouTbca Ha OCHOBE KOMMOHEHTHOM CTPYKTYpPbl, KOTOpas
obecneunT makcmasbHyo TMBKOCTb U NO3BONUT, MPY HEOBXOAMMOCTH, He pa3pabaTbiBaTb NporpaMmmHoe obecreyeHne A5 peLeHus
TWUMOBbIX 33,34 3aHOBO, @ MPUMEHATb UMEIOLLMECA TUMOBbIE PeLIEHNS;

° Utilize modern industrial-grade database management systems (DBMS) and internet technologies. / cTpouTbcs Ha ocHoBe
MCMONb30BaHWA COBPEMEHHOM NPOMbILWIEHHOM CUCTEMbI ynpaBaeHua 6asamm gaHHblx (CYBA) v Internet-texHonoruni;

° All data available in the current AIS “Kadry” under the MS SQL Server DBMS should be transferred to the new information
system. / Bce AaHHble, KOTOpble MMetoTcs B Aeictaytoweit AUC «Kagpbi» nog ynpasneHnem CYBJ MS SQL Server, oo/iKHbl 6biTb
nepeHeceHbl B HOBYH MHOOPMALMOHHYIO cUCTEMY;

° The software should be modular to provide an optimal starting configuration with the possibility of step-by-step development
of AIS in the future, the ability to adjust to changing requirements in the process of operation. / nporpammHoe obecreyeHune A0/KHO
6bITb MOAY/IbHLIM, YTOBbI 06ecneYnTs ONTUMAJIbHYIO CTApPTOBYID KOHQMUIypaumio C BO3MOXHOCTbIO MO3TanHoro passutua AUC B
6yayLLem, CnocobHOCTbIO MOACTPaNBATLCA MO4 M3MeHALMecs Tpe6oBaHUA B NpoLecce 3KCnayaTauum;

o Availability of the possibility to make adjustments without module replacement in case of changes in the external environment
and specific tasks of the user; / HafMuMe BO3MOKHOCTM BbINOAHEHWA HACTPOEK B3 3ameHbl MOAy el NPU U3MEHEHWUM BHELLHEN cpeabl
M KOHKPETHbIX 334,34 NoNb30BaTens;

o Availability of reliability index value at the level that guarantees quality AIS functioning; / Hanuune 3HauveHus nokasatens
HaZEXHOCTM Ha YPOBHE, rapaHTUPYIOLLEM KadecTBeHHoe GpyHKUMoHupoBaHue AUC;

. Availability of means to restore databases in case of their destruction in emergency situations and technical failures of servers;
/ Hannyume cpeancts nNo BOCCTaHOBNEHUKO 6a3 AaHHbIX NPU UX paspyweHun B aBapMVIHbIX CUTYyaumnAax N TEXHUYECKNX HEUCNPABHOCTAX
cepBepos;

. The system should be able to integrate through the system of interdepartmental interaction “Tunduk”; / Cuctema gonxHa
MMETb BO3MOXHOCTb UHTErpaUnmn 4epes CUCTemMy mexxeegoMCTBEHHOIO BBaMMO,D,EVICTBMﬂ ((TVHAYK»;

. The System should be redundant for fault tolerance for a certain period of time; / Ha onpeaeneHHoe Bpemsa Cuctema A0/KHa
pe3epBMpPOBaTLCA 4718 OTKA30yCTOMYUBOCTH;

. The system shall meet the requirements for the protection of information contained in the databases of state information
systems approved by the Resolution of the Government of the Kyrgyz Republic No. 762 dated November 21, 2017 and comply with the
requirements of the KR legislation. / cuctema nonkHa otBevath TpeboBaHUAM K 3alumuTe nHbOpMaLIMK, cogepskallieica B 6asax AaHHbIX
rocyapcTBeHHbIX MHOOPMALLMOHHBIX CUCTEM, YTBEPKAEHHbIE MOCTAaHOBIEHMEM NpPaBUTeNbCTBa Kbiprbi3ckoi Pecnybanku ot 21 Hosbps
2017 roga Ne762 v cooTBeTcTBOBaTb TPEOOBaHUAM 3aKOHOAaTebcTBa KP.

The AIS should be a network database management system for personnel management with a centralized database that collects data
from structural and territorial subdivisions via web browser. / AUC gomxHa npeactasiaTb coboit ceTesyto cuctemy ynpasneHus 6asamm
[AaHHbIX NpoLecca ynpasaeHus NepcoHasiomM C LLeHTPaM30BaHHOM 6a30i AaHHbIX U OCYLLECTBAATL C60P AaHHbIX B eanHY0 6a3y AaHHbIX
OT CTPYKTYPHBIX U TEPPUTOPUAbHBIX NOAPasaeneHnii nocpeactsom Web-6paysepa.

The AIS contains information related to state secrets and is subject to preservation and protection in accordance with Kyrgyz Republic
legislation on the protection of classified information. / AVC cogep*uT MHGOPMALMIO, OTHOCALLYIOCA K rOCYAapCTBEHHbIM CEKpPETam M
NOA/IEXKALLYI0 COXPAaHHOCTU M 3alLUMTE B COOTBETCTBMM C 3aKOHOAATeNbCTBOM Kbiprbiacko Pecnybinku B cdepe 3aLLMTbl CEKPETHOW
MHPopMauuu.

The web browser should be installed on the workstation of the AlS user, and access to the corporate network should be organized. Users
access the system via web page using the HTTP or HTTPS protocol. Page loading time should not exceed two seconds with 50 simultaneous
users and data filtering request processing should not exceed five seconds with up to 10,000 records. Access to data and system functions
should be carried out in accordance with authorization and access delimitation concepts. / Ha paboueii ctaHumu nonbsosatens AUC
JomKeH b6biTb ycTaHoBneH Web-6pay3ep M opraHuM3oBaH 4OCTyn K KopropaTuMBHOM ceTu. Monb3oBaTtesnb obpaljaetca K cucteme
nocpegctsom Web-cTpaHuubl no npotokony HTTP uan HTTPS. Mpu 3ToM MaKkcMmanbHOe BPpeMs 3arpy3Kku CTpaHuLbl He bonee 2 CeKyHA,
npu 50 ofHOBPEMEHHbIX NMONb30BaTeNsAX, 06pPaboTKa 3aNPOCOB GUALTPALMM AAHHbIX HE AO/IKHA NPEBbILLATb 5 CEKYHZ, Npu BbIGOPKE A0
10 000 3anucei. JocTyn K AaHHbIM U GYHKUMAM CUCTEMbI AOMXKEH OCYLLECTBAATLCA B COOTBETCTBMM C KOHLEMNUMEN NOSHOMOYUN U
pasrpaHuyeHusa gocTtyna.

AIS must provide the ability to input and output information, as well as display screen forms in Kyrgyz and Russian. Users should be able
to select the input or output language. / Heobxoanmo, utobbl AVIC o6ecneyriBana BO3MOKHOCTb BBOAA M BblBOAA MHOOPMALLMM, A TaKsKe
oTobpaskeHne 3KpaHHbIX GOPM Ha KbIPrbI3CKOM M PYCCKOM fi3blKax. HeobxoAMMo npeaycMOTpeTb BO3MOXHOCTb Bbibopa A3bika BBOAA
W/ BbIBOAA MOJ/Ib30BaTE/IEM.

Software tools that facilitate interaction between the system and users should support the latest versions of the following browsers, which
are available for download on the official websites of the respective manufacturers: / NporpammHbie cpeactsa, obecrneunsaroLive
B3aMmogelicteue CUCTEMbl C MO/Ib30BATENAMM, AO/KHbI NOAAEPKMBATL MOCAeAHWE MNOALEPKMBAaeMble NMPOU3BOAWUTENEM Bepcuu
cnefyrowmx 6paysepos, KOTOpble AOCTYMHbI 419 3arpy3KM Ha 0OULLIMANBHBIX CaliTax COOTBETCTBYIOLLMX NPOU3BOANUTENEN:
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- Mozilla Firefox: current version and current ESR version. / Mozilla Firefox — Tekyuiyto Bepcuio 1 Tekyuyto ESR Bepcuio;
- Google Chrome — current version. / Google Chrome — TekyLyto Bepcuio;

— Opera - current version; / Opera — TEKyLLYO BEPCUIO;

- Microsoft Edge — current version. / Microsoft Edge — Tekyluyto Bepcuio.

The system must have integration mechanisms that allow for customization of interactions with other information systems. It should also
support integration via APIs in REST/JSON or SOAP/XML formats. The AIS should be able to scale up to 1,000 users and handle large
amounts of data. / Cuctema f0/MKHA COAEPHKATb UHTETPALLMOHHbIE MEXaHM3Mbl, MO3BOAOLLME HACTPOWUTL B3aMMOZLEWCTBME C MPOYMMM
NHPOPMaLMOHHBIMU cucTemamu. Mpy 3TOM OHa A0/KHA NOAAEPMKMBATL MHTerpaumio Yepes APl B popmate REST/JSON nau SOAP/XML.
AUNC ponkHa noaaeprkmBaTb macwTtabruposaHue ao 1000 nonb3oBaTenel n paboty ¢ 60bWMMMN 06beEMaMM LAHHBbIX.

The system's data storage must be built on a modern industrial DBMS platform. In this case, the minimum supported version is MS SQL
Server 2019. If technologically justified, alternative DBMSs, such as PostgreSQL, may be used. The AIS must support .NET Core 6+ and the
latest LTS versions of browsers and operating systems. / XpaHeHue fgaHHbix CucTEMbl LO/KHO ObITh MOCTPOEHO Ha rniathopme
coBpemMeHHoI npombiwneHHor CYB/. Mpu 3Tom MUHUManbHaa nopaepkusaemas sepcua MS SQL Server 2019. Takke, ecnu 310
TEXHONOIMMYECKM 0HOCHOBAHO, BO3MOXHO MCMO/Mb30BaHME anbTepHaTuBHbIX CYB[, Takux Kak PostgreSQL. AUC TaKKe [O0/XKHa
noanepumeatb .NET Core 6+, nocnegHux LTS Bepcuin 6pay3epoB 1 onepauyoHHON CUCTEMBI.

The system software should have the following characteristics: / MO Cuctembl 40/1KHO 06134aThb CAIEAYOLMMU XapaKTEPUCTUKAMM:

- Execute the entire list of mathematical support algorithms; / BbinosHATL Becb nepeyeHb aAroOpPUTMOB MATEMATUYECKOTO
obecneveHus;

- Provide resistance to erroneous situations, including incorrect and contradictory data, program failures, and failures of
computing facilities. Personnel errors should be diagnosed and accompanied by messages and should not cause disturbances in the
system's operation. / o6ecneunBaTb YCTOMUYMBOCTb K OLUMBOYHBIM CUTYALMAM, B TOM YMCIE MPU HEBEPHBIX U NPOTUBOPEUMBLIX AAHHbIX;
c6ou B paboTe Nporpamm, OTKasbl YaCTK BbIYUCUTENBbHBIX CPEACTB, OWMBKM NepcoHana LOMXKHbI AMarHOCTUPOBATLCA, CONMPOBOXKAATLCA
COOBLEHUAMM, 1 HE LONKHbI BbI3bIBATb HAPYLLEHWI B paboTe CUCTEMDI;

- Provide automatic restart when the electric power supply is restored after disconnection, without issuing false signals or control
actions. / obecneuvBaTb aBTOMATMYECKMIA nepesanyck npyu BOCCTAHOBNEHWU 3/EKTPUYECKOrO MUTAHWSA MOC/Ie ero OTK/YeHus 6es
BbIA4A4YM NIOXKHbIX CUTHAN0B U YNPAB/AOLLMX BO3LENCTBUN;

- Provide correct results with all combinations of initial data allowed within the problem statement. / fnasatb npasusibHble
pe3ynbraTtbl NPU BCEX KOM6VIHaLI,VIﬂX NUCXO4HbIX OaHHbIX, 40MYCTUMBbIX B PaMKaX NOCTAaHOBKK 3a4a4u,

- It should also be possible to configure the system operationally during its operation. / ¥meTb BO3MOKHOCTb OMepaTUBHOTO
KOHOUrypupoBaHua B npoLiecce GyHKLMOHUPOBaHWUA CUCTEMBI.
7.1.2. System Operating Modes Requirements / Tpe6oBaHus k pexkumam GyHKLMOHUPOBAHUA CUCTEMbI

The system shall provide operation in the following modes: / Cuctema gonskHa obecrneuratb paboTy B CIEAYHOLMX PEKMMAX:
- Normal operation mode / HopmasibHbIN PeXUM GYHKLMOHUPOBAHMS;
- Emergency operation mode / aBapuitHblil peskum GYHKLMOHUPOBAHMA.,

The system's main operating mode is normal mode. In normal mode, the client software and technical means of the users and
administrator ensure the System's round-the-clock operation. / OcHoBHble pexumom O yHKLMOHMPOBaHUA CUCTeMbI ABASETCA
HOPManbHbIV PeXMM. B HopManbHOM pexnme GyHKLMOHUMPOBaHMA CUCTEMBI KAMEHTCKOE NporpammHoe obecnedyeHne n TexHuYeckmne
CpefcTBa Nosib3oBaTtesiel U agMmmuHUcTpaTopa CucTembl 06ecneymBaoT BO3MOKHOCTb QYHKLMOHUPOBaHNA CUCTEMbI KPYFIOCYTOYHO.

The emergency mode of operation is characterized by the failure of one or more software and/or technical support components. In the
event of a transition to emergency mode, the system will automatically restore its operability after the elimination of the fault and the
correct restart of the hardware, except in cases of damage to working data carriers with executable program code. / ABapuiiHblii pexxum
bYHKLMOHMPOBaHMA CUCTEMbI XapaKTepM3yeTcs OTKa3OM OZHOIO WU HECKOIbKMX KOMMOHEHTOB NPOrPaMMHOro v (M) TEXHUYECKOTO
obecneyeHus. B cnyyae nepexona B aBapuiiHbIA PEXMM CUCTEMA A0/KHA aBTOMATUYECKM BOCCTaHABMBATb CBOIO paboTocnocobHOCTb
nocne yctpaHeHus c60eB U KOPPEKTHOTO nepesanycka annapaTHoro obecneyeHus (3a UCKIOYEHWEM CYYaeB NOBPEXKAEHUA Paboumx
HocuTenei MHPOPMaLLUK C UCMIONHAEMBIM NPOrPAMMHbBIM KOAOM).

7.1.3. System Development and Modernization Prospects / MepcrnekTvBbl pasBuUTHsA, MOAEPHMU3ALMUN CUCTEMBI

The system's development should allow for subsequent modernization in the following areas at minimal time and cost: / Mpu paspaboTke
CUCTEMbl AO/MKHbI BbITb NPEAYCMOTPEHbI BO3MOXKHOCTM ee Moc/iefyilolell MOAEPHM3aLUMU NPU MUHUMA/bHBIX BPEMEHHbIX W
brHaHCOBbIX 3aTpaTax Mo cAefyloLWmMM HanpaBaeHUAM:

a. Expansion of functional capabilities through the development and/or implementation of new subsystems. / pacwupeHue
bYHKUMOHANbHbIX BO3MOXHOCTEN 3a CYeT A0NOAHUTEIbHON Pa3paboTKM 1/Un BHEAPEHUA HOBbIX MOACUCTEM;

b. changing (supplementing and expanding) data exchange formats and protocols; / u3meHeHue (LonosHeHne 1 paclumpeHmne) dopmaTtos
M NPOTOKO/10B 06MEHa JaHHbIMY;

c. adaptation to changes in legislation and automated processes./ aganTauus K WM3MeEHeHWAM HOPM 3aKOHOAATENbCTBa U
aBTOMaTU3UPYEeMbIX MPOLLECcCOB.

The AIS should allow for development in the following areas:/ AVUC nonHa npeaycmaTtpmBaTh PasBUTUE MO CAEAYIOLMM HarpaBieHUAM:

a. Territorial scaling, i.e., connecting new participants to the system or implementing the system in structural and subordinate
subdivisions; / TeppuTopnanbHoe macwTabupoBaHue, T.e. MOAKMOYEHME K CUCTEME HOBbIX YYACTHMKOB W/IM BHEAPEHWE CUCTEMbI B
CTPYKTYPHbIX U NOABEAOMCTBEHHbIX nNogpasaeneHnax.
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6. Functional scaling: gradual increase of functional capabilities. / ®yHKuMOHanbHOe MmacwTabupoBaHue, T.e. NnocTeneHHoe
HapawuBaHne GYHKLNOHANbHbIX BO3MOXKHOCTEN.

7.1.4. Ergonomic and Technical Aesthetic Requirements / Tpe60oBaHMA K 3prOHOMMKE M TEXHUYECKOW SCTETUKE

The system should provide the necessary types of interfaces for all user categories. These interfaces can take the form of web applications,
graphical shells, or command lines. / B cucteme go/kHbl 6biTb NpeaycmMoTpeHbl HeobxoauMble BUAbI UHTEPdENCOB AN1s BCeX KaTeropuit
nonb3oBaTteneil. HTepdencbl MOryT peann3oBbiBaTbCA B BUAE BEG-NPUNOKEHNN, rpadmyeckmux 060104eK MM KOMaHAHOM CTPOKM.

The system's user interface should meet the following requirements: / Monb3oBatensckuii MHTepdeiic CucTeMbl JO/MKEH OTBeYaTb
cnepyowmm TpeboBaHUAM:

- The system interface should be adaptive and support mobile devices (i0S and Android via browser). / nHtepdeiic cucremsl
[0/KeH BbITb afanTUBHLIM M MOAAePXKMBATb MOBUAbHbIE ycTporicTea (i0S n Android yepes bpaysep);

- The design of screen forms should be standardized. / au3aiit akpaHHbIX Gopm A0MKEH BbITb CTAHAAPTHBIM;

- A modern, intuitive interface with clear navigation between sections and within forms. / coBpemeHHbI, UHTYUTUBHO NOHATHbIN
MHTepdeliC C YETKOW HaBUTaLMEN MexKay pasaenamu U B popmax;

- The composition of fields in the screen form is determined at the time of the detailed specifications approval. / coctas noneii s
3KpaHHON popme onpeaenseTca Ha MOMEHT COrMacoBaHus cneundbukaumin AUC;

- Ergonomic solutions should be uniform for all components and modules of the system. / sproHomunyeckue pelieHns A0KHbI
6bITb eANHBIMU 1A BCEX KOMMOHEHTOB U Moaynei Cuctemsi;

- The user should be able to access context-sensitive help and the user manual for the standard component of the system. /
Mo/Ib30BaTe/Ib AO/IKEH UMETb BO3MOMHOCTb AOCTYyMNa K KOHTEKCTHO-3aBMCMMOM CMpaBKe Mo CTaHAapTHOMY KOMMOHeEHTy CucTembl u
PYKOBOACTBY NO/b30BaTENS;

- The user interface should reduce the probability of accidental erroneous actions. / vHTepdeiic nonb3oBaTenein AoMKeH
CNocobCcTBOBaTb YMEHbLUEHNIO BEPOATHOCTU COBEPLUEHMA CyHaMHbIX OLIMBOYHbIX LENCTBUIA;

- The interface should be optimized for performing typical and frequently used application operations. / uxtepdeiic gonxeH
6bITb ONTUMMU3MPOBAH A/ BbINOJHEHMA TUMOBbIX M 4aCTO MCMO/b3YEMbIX MPUKIAAHbIX OnepaLmit

The volume and presentation of information provided to users by the system's client interfaces shall correspond to human capabilities
for perceiving and processing information. / O6bem u npeacrasieHne nHbopmaLmm, NpesocTaBasemble Noib30BaATENO KAUEHTCKUMM
VIHTepd)eVICElMVI CVICTEMbI, AO0/1IXKHblI COOTBETCTBOBATb BO3MOXHOCTAM Ye/l0BEKa MO BOCMNPUATUIO U nepepa60TKe VIHd)OpNIaLI,VIVI.

In the event of errors in the user's actions, a message containing sufficient information to understand the reasons for the error shall be
issued. / Mpu owmnbKax B AENCTBUAX NOAb30BATENA AO/KHO BblAaBaTbcsa cooblieHne, codepxaliee HGOPMaLMIO, AOCTAaTOUYHYIO A
NOHUMAHUA NPUYNH BOSHUKHOBEHUA OLWNBKN.

7.1.5. System Diagnostics Requirements / Tpe6oBaHusA K AnMarHOCTUPOBAHMIO CUCTEMbI

Diagnostics of software should be carried out using standard modes of system operating systems, operating systems of individual
workstations, as well as by running a test case. / [lnarHocT1ka NnporpaMmMHbIX CPE/CTB [A0/I3KHA OCYLLECTBATLCA C MOMOLLLIO CTaHAAPTHbIX
PEXMMOB CUCTEMHbIX OMEPALMOHHBIX CUCTEM, OMEPALMOHHBIX CUCTEM OTAENbHbIX PabouyMx CTaHUMIA, a TaKKe MNyTem MporoHa
KOHTPObHOIO Npumepa.

Program modules must have components according to the testing methodology that allow control over the functionality of the main
operating modes of the modules. / MporpammHble Moy AU [ONKHbI UMETb KOMIMOHEHTbI B COOTBETCTBMM C METOA0/I0MMEN TECTUPOBAHNS,
NO3BONAIOLLME KOHTPOAMPOBATb GYHKLMOHANBHOCTb OCHOBHbIX PEXKUMOB paboTbl Moaye.

When putting individual subsystems into trial operation, developer specialists and system service personnel must perform full testing and
diagnostics of all elements of the system being put into trial operation (servers, workstations, software, server and workstation operating
systems, DBMS, and special software). / Mpu BBOAE B OMbITHYHO 3KCM/IyaTaLMO OTAENbHbIX MOACUMCTEM CrieumannucTamm paspaboTumka
COBMECTHO C 06C/Ty}KMBAIOLLMM NEePCOHANOM CUCTEMbI AOKHO BbITb NPOBELEHO MOMHOE TECTUPOBAHWE U ANATHOCTMKA BCEX BBOAMMBIX
B OMbITHYIO 9KCMJyaTaLMIO 31eMEHTOB cUCTeMbl (cepBepa M pabounx CTaHLMI, NporpammHoro obecneveHuns, onepaLMoHHbIX cUCTEM
cepsepoB U paboumx ctaHumii, CYB[ v cneumanbHOro nporpammHoro obecneveHms).

As part of developing the program and test methodology, a test case should be created to verify the operability of nodes and connections
of interacting information systems during initial installation, database loading, and daily operation. / B pamkax pa3pa6oTku Mporpammbl
N METOAMKM UCTMbITaHUI JOMKEH BbITb COOPMMUPOBAH KOHTPObHBIN NpUMep, obecrneynBatoLLMil NPOBEPKY PaboTOCNOCOOHOCTH Y3108 U
NOAK/IIOYEHUA B3aMMOAENCTBYIOLLMX MHPOPMALMOHHbBIX CUCTEM KaK NMPpU NepBOHaYa/IbHOWM YCTaHOBKE U 3arpy3ke 6asbl faHHbIX, TaK U B
npouecce noBceaHeBHOW PaboTbl.

7.1.6. User Capacity and Role Distribution Requirements / Tpe6oBaHua K YMCAEHHOCTU MOMb30BaTeNEN U pacnpeaeneHune posei
nonb3oBaTenem.

Approximately 500 Ministry employees use the system. The system should also support the work of 210 personnel department users, at
least 50 of whom should be able to use the system simultaneously. The system should accommodate at least two simultaneous
administrators. The query processing time should be < 5 seconds when 10,000 records are sampled. / Op1eHTMpPOBOYHOE KOAUYECTBO
nons3osatenelit Cuctembl coctasnset 500 coTpyaHuMKoB MuHucTepcTBa. CucTema TaKkKe [O/KHA nopdepusBatb paboty 210
nosib3oBaTesiei KaLpoBbIX NoAPa3AeNeHNit, U3 HUX He MmeHee 50 0AHOBPEMEHHbIX No/b3oBaTesiei. CucTema AOMKHA NpeanonaraTtb He
MeHee 2 04HOBPEMEHHbIX aAMUHUCTPATOPOB cucTembl. ObpaboTka 3anpocos < 5 cek. npu Bbibopke 10 000 3anucen.

The main user roles are as follows: / Mpu 3TOM OCHOBHbIE POAN MEXKAY NO/b30BATENAMM CEayoLMeE:

- Manager: Viewing of employee personal records. / Ponb pykoBoauTens: npocmoTp JIMYHbIX IMCTKOB COTPYAHMUKOB.

- The personnel de partment employee's role is to generate reports, hire/fire/transfer employees, open/close/amend/delete
personnel records, etc. / Ponb coTpyHMKa KaapoBoro nogpasaeneHns: popmrpoBaHue OTYETHOCTU, Npuem/yBoNbHeHVE/NepemelleHne
COTPYZHMWKOB, OTKPbITUE/3aKpbITUe/NpaBKa/yaaneHne MMYHbIX IMCTKOB COTPYAHUKOB U T.4,.
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- The system administrator has full access to the system. / Ponb agmunuctpatopa Cuctembl: NosHbIN gocTyn Kk Cucteme.
7.1.7. Reliability and Data Integrity Requirements in Case of Failures / Tpe6oBaHuA K HaAEXHOCTU U COXPaHHOCTY UHbOPMALLMM NpK
aBapusx

The system must operate 24/7. Temporary suspension of operation is permitted for preventive maintenance of the server's hardware and
software. In this case, the system uptime should be at least 99.9%. / Cuctema A0/KHA [A0MNYCKaTh €XeAHEBHOE KPYr1ocyTo4yHoe
OdyHKUMOHMpOoBaHWe. [lonycKaeTca BpemMeHHas MPMOCTaHOBKA paboTbl CUCTEMbI AaA MpoBeAeHWA NpodUAAKTUYECKUX paboT
nporpaMmHo-annapatHoro obecrneyeHus cepsepa, Ha KOTOPOM pacrnoaraeTca cuctema. Mpu 3TOM anTam CUCTEMbI AOJIKEH COCTaBAATb
He meHee 99,9%.

The AIS should correctly process emergency situations caused by incorrect user actions, incorrect formats, or invalid input data values In
these cases, the AlIS shall issue appropriate alarm messages to the user, or prevent incorrect data modification within the database, after
which it shall return to the operating state that preceded the incorrect (invalid) command or incorrect data entry. / AUC gonkHa
obecneumBaTb KOPPEKTHYIO 06paboTKy aBapWHbIX CUTyauuid, BbI3BaHHbIX HEBEPHbIMM AENCTBUAMM MO/b30BaTeNne N, HeBEPHbIM
bopmMaToOM MM HELOMYCTUMbBIMM 3HAYEHUAMM BXOAHbIX AaHHbIX. B yKasaHHbIx caydasx AUC po/kHa BblgasaTb MOJb30BATEO
COOTBETCTBYHOLLME aBapUiiHble coobleHusa, MMbo He JOMNyCcKaTb HEKOPPEKTHOE U3MEHEHUE AaHHbIX BHYTPWU 6a3bl AaHHbIX, NOC/AE Yero
BO3BpalLaTbcA B paboyee COCToAHME, NpeaLecTBoBaBLIee HeBepHOU (HeLoMNyCTMMO) KOMaHAe UM HEKOPPEKTHOMY BBOAY AaHHbIX.

The system must provide recovery from failures and crashes occurring on the server and network hardware. Recovery time after a failure
shall not exceed one hour. / Cuctema ponkHa obecneumBaTb BoccTaHoB/eHUe paboTocnocobHOCTM npu nossaeHun cboes, aBapuii 1
0TKa30B, BO3HUKAOLLMX Ha CepBepe M CETEBOM annapaTHOM obecneyeHnun. Bpemsa BoccTaHoBNEHNA Noce c6on He [OMKHO NPeBbIWwaTh
1 yaca.

The AIS shall resume functioning when the hardware is correctly restarted. It should be possible to organize automatic and/or manual
backup of system data using system and base software (OS, DBMS). / AUC fonkHa BocCTaHaBAMBaTb CBOe (QYHKLMOHUPOBaHME Npu
KOPPEKTHOM Mepe3anycke annapaTtHbIX cpeacTs. [onkHa 6biTb NpeaycMoTpeHa BO3MOKHOCTb OpraHM3aLmMmM aBToOMaTU4Yeckoro 1 (Mam)
PYYHOTO pe3epBHOro KOMMPOBAHUA AaHHbIX CUCTEMbI CPEACTBAMM CUCTEMHOTO M 6a30Boro nporpammHoro obecneyenus (OC, CYB/).

It should not be necessary to stop the server to perform the backup. The backup process should preserve the state of the database at the
moment it starts, without interfering with AlS operations. Additionally, incremental backups of the database should be possible. All types
of backups should include automatic data integrity checks. / [lns ocywlecTBieHuss pe3epBHOrO KOMUPOBAHWS HE AO/KHO BbiTb
HeobXoAMMOCTU OCTAaHOBKK cepBepa. Mpouecc pe3epBHOTO KOMMPOBAHUA [O/MKEH COXPaHATb COCTOAHWe 6asbl AaHHbIX HA MOMEHT
CBOEro crapTa, He Mmewas npu 3Tom pabote AMC. Kpome TOro, Ao/mKHa 6biTb MpesycMOTpPeHa BO3MOMHOCTb MPOWM3BOAUTH
MHKpPEeMeHTaNbHOe pe3epBHOE KonupoBaHMe 6a3bl AaHHbIX. Bce BUAbI pe3epBHOrO KOMUPOBAHUA AO/MKHbI NPOBOAUTLCA C
aBTOMAaTUYECKOM NPOBEPKOW LLeIOCTHOCTU AAHHbIX.

The AIS should allow for the following: / AUC gonskHa obecrneurBaTb BO3MOXKHOCTb NPOBOAUTL:

- Daily incremental backup of data files. / exxegHeBHOe UHKpemeHTaIbHOE pe3epBHOE KoNUpoBaHue Gainios AaHHbIX;

- Weekly full backups of data files; / exxeHezensHoe nonHoe pesepsHoe KonuposaHue Gaiios AaHHbIX;

- Monthly full backups of program files; / exxemecauHoe nosHoe pesepsHOe KOMMpPOoBaHMe NPorpaMmHbIX haiios;

- Backups when the AIS software version is updated. / pesepsHoe KonupoBaHue npu 06HOBAEHUWU BEPCMM MPOrPamMMHOro
obecneuyerua AUC.

7.1.8. Security Requirements / TpeboBaHusa K 6e3onacHocTH

AIS contains information related to state secrets and is subject to security and protection measures in accordance with Kyrgyz Republic
legislation on the protection of classified information. Users must ensure the required level of security by following the Contractor's
recommended rules for operating and maintaining equipment. / AVC cozepXuT MHGOPMaLWMIO, OTHOCALLYIOCA K rOCYAapCTBEHHbLIM
CeKpeTamM M MoAJIexallyto COXPaHHOCTM U 3alLMTe B COOTBETCTBMM C 3aKOHOAATENbCTBOM Kbiprbi3ckol Pecnybavku B chepe 3awwmtol
CEKPETHOM MHPopMaLun. Heobxoanmblit ypoBeHb 6€30MacHOCTM A0KEH 06ecrneymBaTbCA NOb30BATENAMM NyTEeM cOBNOAEHMA NPABU
3KCMyaTaLum 1 TEXHUYECKOTo 06CnyKnBaHUA 060pyA0BaHNA, PEKOMEHA0BaHHbIX MoAPAAYMKOM.

The system will provide the means to protect information from unauthorized access by unauthorized users. The AIS provides flexible
separation of powers for administration and use. Security of the system is ensured through user identification procedures and the
separation of data access rights via the application and DBMS servers. Before accessing the AlS, each user must undergo identification
procedures using a unique username and password assigned by an administrator. The levels of access to AlS by user role are shown in the
table below:

B Cucteme [0/MKHbI BbITb NMPeAyCMOTPEHbl CPeaCcTBa 3aLnUTbl MHPOPMALMM OT HECAHKLMOHMPOBAHHOMO A0CTYNa HEaBTOPU30BaHHbIX
nonb3osateneii. AIC ponkHa NpesocTaBnATb BO3MOMHOCTb FMOKOro pasgeneHus MOAHOMOYM MO ee aAMUHUCTPUPOBAHUIO WU
nonb3oBaHWto. besonacHocTb CUcTeMbl fOXKHA 06eCcneYmBaTbhCA 3a CHEeT NpoLeaypbl UAEHTUOMKALMU NONb30BaTENA U Pa3aesieHnA NpaB
[0CTyNa K JaHHbIM CpeacTBaMu cepBepa NpunoxeHui u cepeepa CYB/. Kaxablii nonb3osaTenb nepes nonydeHnem aoctyna Kk AUC
LO/IKEH NPONTM Npoueaypy NAEHTUOUKALUKN C UCMOb30BAHUEM YHUKAZIbHOTO MMEHW U MAPOAsA, MPUCBOEHHbIX eMY aAMUHUCTPATOPOM.

YpoBHuM gocTtyna Kk AUC no ponsm nonb3osaTtenei npuseseHsl B Tabauue:

ACCESS LEVEL / VYPOBHM
JOCTYMA

System Administrator / Posb | Full access to all system functions. / MonHbi goctyn k Cucteme.
aamuHucTpatopa Cuctemol

AVAILABLE FUNCTIONS / JOCTYHbIE ®YHKLINM

HR Department Staff / Ponb | Report generation, employee hiring/dismissal/transfer, creation/editing of personal records,
COTpYAHMKa Kagposoro | etc. / ®opmupoBaHWE OTYETHOCTH, MpPUEem/yBObHEHUE/NEPEMELLEHNE COTPYAHMUKOB,
noapasgenexus OTKPbITUE/3aKpbITUE/NPAaBKa/NNYHBIX IMCTKOB COTPYAHWKOB U T.A,.
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Report generation, employee hiring/dismissal/transfer, creation/editing of personal records,
Manager / PykosoauTenb etc. /  ®dopmupoBaHMe  OTYETOB, npuem/ysosbHeHne/nepesos  COTPYAHMKOB,
co3faHue/pefakTMpoBaHMe IMYHbIX AN U T.4..

Task-Based Access Levels: / YposHu goctyna k AUC no 3aga4am npuBeaeHbl B caeaytollein Tabauue:
ACCESS LEVEL / VYPOBHM

AVAILABLE FUNCTIONS / IOCTYIHbIE ®YHKLINN

OOCTYNA

Organizational  Structure /| Access to organizational hierarchy and staffing structure. / [doctyn K opraHv3auMoHHOM
OpraHu3auMoHHO-WTaTHaA CTPYKTYpe, WITAaTHOW PaccTaHOBKE U T.M.

CTPYKTYpa

Report generation, employee lifecycle management, editing/deleting personal records, etc. /
dopmmpoBaHue OTYETHOCTH, npuem/yBonbHeHne/nepemeLleHne COTPYLHMKOB,
OTKpbITUE/3aKpbITUe/NpPaBKa/yaaneHne NYHbIX TUCTKOB COTPYLHUKOB U T.4.

HR Document Management /
Kagposoe aenonponssBoacTso

The System's security features shall include: / Komnnekc cpeacts 3awwutbl CUCTEMbI AO/IKEH BKIOYATb:

a. Use of Encryption Standards: All data in the system shall be transmitted and stored using the AES-256 encryption algorithm. /
NPUMEHEHMWE CTaHAAPTOB WNPPOBaAHMA: BCE AaHHblE B CUCTEME [O/IKHbI NEPeaaBaTbCs U XPaHUTHCA C UCMO/b30BaHWEM anropuTMa
wndpoBaHma AES-256;

b. Use of Digital Watermarks. ncnosnbsoBaHve undpoBbix BOAAHbIX 3HAKOB;

c. Mandatory use of two-factor authentication (2FA) for all system administrators. o6a3aTe/ibHO€e Mcno/ib30BaHMe ABYXDaKTOPHOM
ayTeHTMdMKaumm (2FA) ans sBcex aAMMHUCTPATOPOB CUCTEMbI;

d. Means of authenticating users and elements of the system (workstations, tasks, database elements, etc.). cpeacTsa
ayTEHTUOMKALMM NoNb30oBaTeNnel 1 anemeHToB Cuctembl (paboumnx CTaHLMI, 33434, 31eMeHToB 6a3 faHHbIX 1 T.M.).

e. Means of Differentiating User Access at the Level of Tasks and Information Arrays. cpeactsa pasrpaHuyeHus [ocTtyna
nosib30BaTesiei Ha ypoBHe 3a4a4 M MHPOPMaLMOHHbIX MacCUBOB.

f. Access to service and system information shall be performed only locally by the system administrator. goctyn k cny:kebHoi un
CUCTEMHOMN MHGOPMALMK SOTKEH OCYLLECTBAATLCA TONbKO JIOKAZIbHO aAMUHUCTPATOPOM CHUCTEMBI.

g. Availability of a mechanism for automatically updating the protection system and anti-virus signatures. / Haanune mexaHusma

aBTOMATUYECKOrO OOHOBNEHUA CUCTEMDI 3aWMNTbl U aHTUBUPYCHbIX CUTHATYP.

The possibility of an emergency shutdown of access to AIS must be provided for in cases of emergency situations. / Heobxoaumo
NpeaycMoTPeTb BO3MOXKHOCTb SKCTPEHHOIO OTK/IlOYEHUA AocTyna K AUC B cayyanx BHELITATHbIX CUTYaLUiA.

When developing and implementing additional functional modules of the AIS, the Contractor is required to ensure compliance with the
following normative legal acts regulating the area of development and implementation of information systems for the KR state bodies,
including, but not limited to: / Mpu pa3paboTke 1 BHeAPEHUM AOMONHUTENbHBLIX QYHKLUMOHANbHbIX Mogynein AUC Moapaaumky Tpebyertcs
obecneunTb cobntofeHVEe CNefyroWmMX HOPMATUBHLIX MPABOBbLIX aKTOB, Peryanpyrowmnx obnactb paspaboTkM W BHeApeHus
MHOOPMALMOHHBIX CUCTEM A1 TOCYAAPCTBEHHbIX OpraHoB KP, BK/tOYas, HO HE OrpaHUYMBanCh:

- KR Law “On e-Governance” dated July 19, 2017 No. 127 / 3akoH KP "O6 anektpoHHOM ynpasaeHun” ot 19 uiona 2017 roga No
127

- Law of the Kyrgyz Republic “On Personal Information” dated April 14, 2008 No. 58 / 3akoH KP "O6 nxdopmalm nepcoHanbHoro
xapakTepa" ot 14 anpena 2008 roga Ne 58

- Law of the Kyrgyz Republic “On Access to Information under the jurisdiction of state bodies and local self-government bodies
of the Kyrgyz Republic” dated December 28, 2006 No. 213 / 3akoH KP “O pgocTyne K vHbOpMaLMK, HaxoAALIENCs B BeAeHWUU
rocyZ,apCTBEHHbIX OPraHOB M OPraHOB MECTHOro camoynpassieHns Kbiprbisckol Pecnybimkn” ot 28 nekabps 2006 roga Ne 213

- Requirements for the procedure of creation, development, commissioning, operation and decommissioning of state
information systems approved by the Resolution of the Government of the Kyrgyz Republic No. 744 dated December 31, 2019 /
TpeboBaHWA K MOPAAKY CO34aHWUA, Pa3BMTUA, BBOAA B IKCMJ/yaTaLMIO, SKCMAyaTauMmM M BbIBOAA M3 3KCMyaTaLMWM rocyaapcTBEHHbIX
MHDOPMALMOHHbIX CUCTEM, YTBEPXKAEHHbIe NocTaHoBNAeHMeM MpaBuTenbcTBa Kbiprbizckon Pecrnybamnku ot 31 gekabps 2019 roga Ne744

- Requirements for the protection of information contained in the databases of state information systems” approved by the
Resolution of the Government of the Kyrgyz Republic dated November 21, 2017 Ne 762 / Tpe6oBaHusa K 3awuTte vHbOpMaLmK,
copepsKaluelica B 6asax AaHHbIX rOCYAApPCTBEHHbIX MHOOPMALMOHHBIX CUCTEM”, YTBEPIKAEHHbIX MOCTaHOBAeHWem [MpaBUTENbCTBA
Kbiprbisckoi Pecnybaunkm ot 21 Hoabps 2017 roaa Ne 762

- Requirements for the security and protection of personal data during their processing in information systems of personal data,
the execution of which ensures the established levels of protection of personal data, approved by the Resolution of the Government of
the Kyrgyz Republic dated November 21, 2017, No. 760. / Tpe6oBaHus K o6ecnedeHunto 6€30MacHOCTM 1 3aLUMTE NEPCOHasbHbIX AaHHbIX
npu nx obpaboTke B MHGOPMALMOHHBIX CUCTEMAX MEPCOHAbHbIX AAaHHbIX, UCMOAHEHWE KOTOPbIX 0becneymBaeT yCTaHOBNEHHbIE YPOBHU
3aLUMLLEHHOCTM MEepPCOHabHbIX AaHHbIX, yTBEPXKAeHHble [ocTaHoBeHnem MpaBuTenbcTBa Kblprbisckoi Pecnyb6amkm ot 21 Hoabps 2017
roga Ne 760

- Requirements for the Interaction of Information Systems in the System of Interdepartmental Electronic Interaction "Tunduk,"
as approved by Resolution No. 200 of the Government of the Kyrgyz Republic, dated April 11, 2018. / Tpe6oBaHuA K B3aMMOAENCTBUIO
MHPOPMALMOHHbIX CUCTEM B CUCTEME MEKBEAOMCTBEHHOIO 3/IEKTPOHHOTO B3aumogenctama "TyHayK", yTBep:KaeHHble [locTaHoBAEHWEM
Mpasutenbctea Koiproisckoli Pecnybavkn ot 11 anpensa 2018 roga Ne 200
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- Resolution of the Government of the Kyrgyz Republic "On Certain Issues Related to the Implementation of e-Governance in the
Kyrgyz Republic," dated December 31, 2019, No. 748. / MNocraHosneHue lpasutensctsa Kbiprbidckoit Pecny6ivku «O6 oTaenbHbix
BOMpPOCax OCYLLEeCTB/IEHUA 3NEKTPOHHOro ynpasneHua B Kbiprbidckoi Pecnybaunke» ot 31 aekabpa 2019 roga Ne 748;

- Resolution of the Government of the Kyrgyz Republic "On Certain Issues Related to Basic State Information Resources" dated
February 6, 2020, No. 66; / NocTtaHoBneHue MpasuTenbcTea Kbiprbidckolt Pecnybankm « 06 oTaenbHbIX BONPOCAX, CBA3aHHbIX C 6a30BbIMM
rocyZapCcTBeHHbIMU MHPOPMALMOHHBIMK pecypcamm» oT 6 pespana 2020 roga Ne 66;

- Order of the General Prosecutor's Office of the Kyrgyz Republic, Bishkek City Hall, and the Ministry of Digital Development of
the Kyrgyz Republic "On Issues of Functioning of the Gateway of Electronic Document Management," dated August 30, 2022, No. 16-T/1-
BT/301 / Pacnops:keHue feHepanbHoi Npokypatypsl KP, Mapuu ropoaa buukek u Munuctepctsa undbposoro passutus KP "O Bonpocax
bYHKLMOHMPOBaHMWSA W33 3NEKTPOHHOro AoKymeHToo6opoTa" ot 30 asrycta 2022 roga Ne16-T/1-61/301.

7.2. Functional Requirements / Tpe6osaHua K GyHKLMAM (3aga4am), BbINOAHAEMbIM CUCTEMOM
7.2.1. List and Description of System Use Cases / NepeyeHb 1 onucaHve cLueHapues UCMo/b30BaHUA CUCTEMbI

The AIS shall consist of the following components: / AUIC fonskHa cocToATb U3 CAeayoLMX KOMMOHEHTOB:

- Management of normative and reference information (NRI); / BeaeHne HopmaTUBHO-CNpaBoYHoU UHGopmauun (HCU);
- Organizational and staffing structure management; / ynpaeneHve opraHM3aLMOHHO-LUTAaTHON CTPYKTYPOiA;

- Personnel records management; / ynpas/ieHune KagpoBbiM Ae10NPor3BOACTBOM;

- Personnel evaluation and certification; / oueHKa 1 atTecTaumsa nepcoHana;

- Personnel recruitment. / ot6op nepcoHana.

7.2.2. Management of Normative and Reference Information (NRI) / BeaeHue HopmaTusHO-cnpaBo4Hoi nHbopmaumm (HCA)

AIS directories shall have the following basic functionality: CnpasouHuku AUC pomkHbl 061afaTh Cneaytolleil OCHOBHOM
GYHKUMOHANBbHOCTbIO:

- Add new elements. / no6asneHve HOBbIX 3/1EMEHTOB;
- Editing elements. / peaakTMpoBaHue 31eMeHTOB;

- Deletion (deletion of elements is possible only if other existing system objects do not refer to the element to be deleted). /
yaaneHve (yaaneHue 31emMeHTOB BO3MOXKHO NULWb B TOM C/lyyae, €C/iM Apyrue CyLecTBylole 06beKTbl CUCTEMbI HE CCbIATCA Ha
yAanaemblil SN1EMEHT);

- Viewing elements; / npocmoTp 3/1€MeHTOB;

- Filtering and sorting the list of elements. / bunsTpaums v copTMpoBKa CNK1CKa 31EMEHTOB;
- Searching for elements; / nouck asnemeHTOB;

- Avoid duplication of items. / nckntoueHune oy61MpoBaHUS 31€MEHTOB.

The system should allow limiting the rights to add, modify, or delete items of reference information. Only employees responsible for
maintaining the directory should have these rights. / Cuctema gosixKHa no3BoAsATbL OrpaHWYMBaTh NpasBa Ha Aob6aBneHUe, USMeHeHMe,
yAaneHve 31eMeHTOB CrpaBoYHON MHdOoPMaLLMK. MpaBa A0MXKHbI 6bITb TONIbKO Y COTPYAHMKOB, OTBETCTBEHHbIX 32 BEAEHME CNPAaBOYHMKA.

7.2.3. Organizational and Staffing Structure Management / YnpasneHue opraHv3auyoHHO-LITaTHOM CTPYKTYPOU

The system manages the organizational structure and staffing and generates reports on staffing. / Cuctema obecneuvBaet ynpasieHuve
OpraHM3aLMOHHOMN CTPYKTYPOW M LITATHOM paccTaHOBKOM, GopMUpOBaHME OTYETHOCTM MO LTATHOMY PacnuCaHuIo.

The AIS shall implement the following functions: / AVIC nonxHa o6ecneynTb OCyLECTBNEHME CAeAYOLMX GYHKLMIA:

- Maintain the organizational structure of the Ministry of Internal Affairs of the Kyrgyz Republic; / BeaeHve opraH1saumoHHoM
cTpyKTYpbl MB/, Kblprbi3ckoi Pecnybanku;

- Maintaining the staffing table: / BegeHue wratHoro pacnvcanusa:

o Job titles; / HaumeHoBaHMe A0MKHOCTEN;

o Number of positions; / KosMuecTBO A0MKHOCTE;

o Orders on the introduction and reduction of positions; / np1Kasbl 0 BBEEHWUMU 1 COKPaLLEHUMN AOKHOCTEN,

o Maximum rank by position; / npegenbHoe 38aHMe MO AOMKHOCTH,

o Position categories (in accordance with the official register of civil service positions); / kKateropuu goaKHocTel (B COOTBETCTBMM

C PeecTpom roc. AOMKHOCTEN);

- Display of vacant positions and their number by division. / oto6paskeHne BaKaHTHbIX LOMKHOCTEN M UX KOAMYECTBA Mo
nofpasaeneHuio;

- Display of occupied positions, including temporary positions. / oTo6paskeHune 3aHATbIX AO0/KHOCTEN, B T.4. BDEMEHHO;
- Generation of reports on the staffing table. / bopmunposaHue oTyeTHOCTM MO WITATHOMY PacnUCaHuIo;
- Generation list reports. / dopmupoBaHme CMCOYHbIX OTYETOB.

Users with appropriate access rights should be the only ones able to change the staffing table. / iameHeHuve wTaTHOro pacnucaHus
[O/KHO BbITb OCTYMHO TO/IbKO A4/17 NO/Ab30BaTeNel, MMEeIoLMX COOTBETCTBYOLLME NpaBa A0CTyna.

7.2.4. Personnel Records Management / YnpasneHue KagpoBbiM AeN10MNPON3BOACTBOM
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The system ensures efficient management of personnel records. The solution to be implemented should standardize personnel accounting
processes. / Cuctema obecrneumBaeT 3dpdeKTMBHOE ynpas/ieHue KaZpoBbiM AeNonpousBOACTBOM. BHeapsemoe pelleHue [AOMKHO
CTaHA4APTU3MPOBATL NPOLLECCHI YYeTa IMYHOTO COCTaBa.

The AIS should perform input and editing of employee data: / AUC fo/13KHa OCyLLECTBAATL BBOA, Y PeAaKTUPOBaHME AaHHbIX COTPYAHMUKA:

- personal data; / nepcoHanbHble AaHHbIE;

- passport data; / nacnopTtHble AaHHbIE;

- military duty; / BonHcKas 06s3aHHOCTb;

- education, advanced training; / o6pa3soBaHue, nosbieHne KBanubukauuu,;
- language skills; / 3HaHue A3bIKOB;

- academic degree; / y4eHan cTeneHsb;

- position held; / 3aHnmaeman [01KHOCTb;

- labor activity; / TpyLoBas AeaTenbHOCTb;

- incentives; / noowpeHus;

— disciplinary actions /; avcumnanHapHble B3blCKaHUA;

- allowances; / Han6aBsku;

- vacations, recall from vacations; / oTrnycka, 0T3bIB U3 OTMyCKa;

- business trips, information on stay abroad; / KomaHaMpoBKYM, cBeAEHMA O NpebbiBaHUM 3a rPaHULEN;
- sick leaves; / 60/1bHUYHbIE IUCTBI;

- family composition; / coctas cemby;

- performance appraisals; / aTtecrauuu;

- participation in elections; / yuactue B Bbibopax;

- income tax returns; / Aexknapauun o goxoaax;

- sports titles. / cnopTuBHbIe 3BaHMA.

When entering a personal record, the system must check duplicate entries and ensure that all mandatory fields are completed. / Mpu
BBOZE JIMYHOIO /INCTKA LOMKHA OCYLLECTBAATLCA NPOBEpKa Ha Haanuue AybanpoBaHHON MHOpPMaLMW, 3anonHeHue 06s3aTesibHbIX
PEKBU3UTOB.

The AIS should provide the following: / AVIC gonkHa obecneunsath:

- A record of personnel movements, including appointments, transfers, secondments, dismissals, and personnel at the disposal
of the Ministry of Internal Affairs and territorial internal affairs bodies. / yueT aABU»KeHMA AMYHOrO coCTaBa: HasHavyeHue, nepemelleHmne,
nepeBos, OTKOMaHANPOBAHWNE, YBO/IbHEHUE COTPYAHUKOB, HAaXOXAEHME B pacrnopaKeHUn kagpos MBJ, TepputopuanbHbix OBA;

- A record of employees in the personnel reserve for filling senior personnel positions (inclusion in the reserve, removal from the
reserve, and appointment). / yuYeT COTPYAHMKOB, COCTOALIMX B pe3epBe KaApOB Ha 3aMelleHMe BaKaHTHbIX [0/IKHOCTeN
HaYaNbCTBYIOLLErO COCTaBa (BK/OYEHUNE B pe3€epB, UCK/IOYEHWEe U3 pe3epBa, HasHauyeHue);

- A record of service certificate issuance. / yueT Bblgauu cnyxebHbix YA0CTOBEPEHUN;

- Calculation of the length of service of employees, including those on preferential terms, in internal affairs bodies and other law
enforcement agencies. / pacueT BbICNYrM NET COTPYAHUKOB, B TOM YMC/IE HA NIbTOTHbIX YCN0BUAX, B OB/, 1 Apyrx npaBooXpaHUTEIbHbIX
opraHax;

- Generation of orders in accordance with approved internal affairs bodies forms. / bopmuposaHue npnkasos B COOTBETCTBUM C
yTBEpKAEHHbIMM dopmamn OB/,

- Formation of an extract from a personnel order. / bopmunpoBaHMe BbINUCKM U3 NPUKa3a No IMYHOMY COCTaBy;

- Formation of information on personnel shortages in the Ministry of Internal Affairs and its subdivisions. / dopmuposaHune
CBEAEHUI O KONIMYECTBEHHOM HEKOMMIEKTE KaapoB no MB/, v CTPYKTYpHbIM NoApa3aeieHusam;

- Information on staff on hand. / ceegeHua o cotTpyaHMKax, HaXOAALLMXCA B PACNOPAKEHNUN;

- Staff book by subdivision. / wtaTHasa KHWra no nogpasaeneHnam;

- Generation of an objective certificate, personal record of an employee, certificate of length of service, and certificate of family
composition, with the ability to adjust templates and personal data. / popmurpoBaHme cnpaBKU-06bEKTUBKM, IMYHOTO JINCTKA COTPYAHMKA,
CMPaBKW O CTaXKe, CMPABKM O COCTaBE CEMbW C BO3MOXKHOCTbIO KOPPEKTUPOBKM LLIAB/IOHOB M NEPCOHANbHbIX AAHHBbIX;

- Generation of reports on personnel according to templates stipulated by regulatory acts. All templates should be customizable
by the user. / bopmupoBaHmne oTYETHOCTM MO NepcoHany no wabsoHam, NpPeaycMOTPEHHBIM HOPMATUBHBIMU akTamMu, Npu 3TOM BCe
WabNoHbI AOMKHBI 6bITb HACTPAUBAEMbIMU NONb30BATENEM;

- Generation of flexible reports according to parameters selected by the user. / dbopmupoBaHme rubKMx 0TYETOB MO BbIGPAHHbBIM
nonb3oBaTenem napameTpam;

- Generation of a list of employees according to the staff schedule, including those on maternity leave, on temporary leave, or
hired for a temporary position. / dopmupoBaHune crnmncka COTPYAHMKOB B COOTBETCTBMM CO LUTATHbIM PacnvcaHuWem C BblaeleHnem
COTPYZHMKOB, HAaXOAALLMXCSA B OTMYCKaxX Mo yxo4y 3a pebeHKom, No 6epemMeHHOCTU U posam, NPUHATLIX Ha BPEMEHHYHO LLOMIKHOCTb;

- Generation of the employee vacation schedule. / bopmuposaHue rpadurka oTnyckos paboTHUKOB;

- Generation of analytical data on personnel, including information on the number of employees, gender breakdown, national
and age composition, length of service, and number of hired, transferred, and fired employees. / bopmunposaHme aHanUTUIECKUX AaHHbIX
No NepcoHany: CBeAEHUA O YMCIAEHHOCTWM MEepPCOHana, KOMMYECTBE MYMKUYMH/PKEHLMH, HALMOHANbHbIA COCTaB, BO3PaCTHOM COCTas,
CBEAEHMA O TPYA0BOM CTaxe paboTHMKA, KONMYECTBO NMPUHATLIX/NepeBeseHHbIX/YBOIEHHbIX COTPYAHWKOB;

- Formation of a list of employees honored with awards and recognitions (including state awards). / bopmuposaHue cnvcka
PabOTHWMKOB, YAOCTOEHHbIX HAarpaz 1 NOOLLPEHN (B TOM YMC/Ie roCyAapCTBEHHbIX);

- Information on penalties and terms of their removal. / cBeieHVsA 0 B3bICKaHUAX U CPOKaX UX CHATUSA;
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- Formation of a list of employees in the personnel reserve and maintenance of key positions and replacements from the
personnel reserve. / bopmupoBaHmne CnmcKka COTPYAHMKOB, COCTOALLMX B pe3epBe KagpoB, BeAeHMe KoUeBblX AO/KHOCTEN, BedeHue
3aMeLLeHnit U3 KaLpoBOro pesepsa;

- Generation of timesheets; / opmuposaHue Tabens yueta paboyero BpemeHu;

- Exporting reports and lists of employees to MS Excel. / skcnopT oT4eToB 1 CNMCKOB cOTpyAHMKOB B MS Excel.

The AIS should allow users to flexibly filter the list of employees by user-defined details. / AUC ponxHa ocyLecTBAATL MBKYHO
dunbTpaumio (BbIGOPKY) CNvcKa COTPYLHMKOB MO ONpeaesiiemMbiM Nob30BaTeIeM PEKBU3KTAM.

It should also allow users to scan and store documents (orders, instructions, etc.) and search for orders by specific details. Document
forms should comply with the Ministry of Internal Affairs of the Kyrgyz Republic's regulations. / B AVIC Heobxoaumo npesycmoTpeTsb
BO3MOXHOCTb CKaHMPOBAHUA U XPaHEHWUs AOKYMEHTOB (MPUKA30B, PAaCMOPANKEHWUI U T.M.), @ TaKKe MOMCK NPUKA30B MO PEKBU3UTAM.
dopMbl AOKYMEHTOB [0/IKHbI OTBEYATb TPEOOBaHMAM HOPMATUBHbIX akToB MB/, KP.

7.2.5. Personnel Evaluation and Attestation / OugeHKka 1 atTecTauma nepcoHana

The AIS should ensure the implementation of processes, performance management, personnel appraisal and certification, including: AUC
[O/KHa obecneynTb peasnimsalmio NPoLEeccos, ynpasneHns adGpeKTMBHOCTbIO, OLLEHKOW 1 aTTecTalmel nepcoHana, BKAoyan:

- Generation of lists of employees subject to attestation on a specified date (with filters such as length of service and exemption
from attestation); / bopmupoBaHMe CNMCKOB COTPYAHMKOB, MOAMNENKALLMX aTTECTALMUM HA YKa3aHHYIO AaTy (C GMABTPOM: yKazaHue CTasa
paboTbl 1 He Nog/iexallume aTrecTauum);

- Provision of a attestation schedule; / Heobxogumo npeaycmoTpeTh rpaduK NPOXOXKAEHUA aTTecTalumm;

- Entry of attestation results, such as: meets job requirements; subject to re-attestation; does not meet job requirements, etc.
3anoNHeHWe pe3ynbTaToB NPOXOXKAEHUA aTTecTalMu: COOTBETCTBYET 3aHMMAeMOoMn JOMKHOCTU; NOANEKUT NOBTOPHONM aTTecTauuu, He
COOTBETCTBYET 3aHMMAEMOM AOMKHOCTY U1 T.M.

The system must also support the generation of lists of employees who have completed attestation and those scheduled for re-
attestation. / Heobxogumo npegycmoTtpeTb GOpPMMPOBAHUE CMUCKOB COTPYAHMKOB, MPOLIEAWMX ATTECTALMIO UM OCTaBNEHHbIX Ha
MOBTOPHYIO aTTeCTaLMIO.

7.2.6. Personnel Recruitment / OT60p nepcoHana

The implemented system optimizes personnel selection procedures and attracts the most qualified candidates for open positions. The
system introduces modern personnel selection processes and methods, improves the efficiency of employees involved in the selection
process, and reduces personnel selection costs. / BHeapsiemas Cvictema obecrneymsaeT onTumMmuU3aLmio npoueayp otbopa nepcoHana u
BO3MOXXHOCTb NpuBAeYeHUs Hanbonee KBaMOULMPOBAHHBIX KAHAUAATOB Ha BaKaHTHble JOMKHOCTU. CUcTema Ao/MKHa obecneunsaTb
BHeZpeHVe COBPEMEHHbIX NPOLLECCOB M METOAMKM Mo 0THOPY NepcoHana, cnocobCcTBOBaThL NOBbILWEHWIO 3OGEKTUBHOCTU AeATENbHOCTH
COTPYAHMKOB, y4acTBYOLLMX B NpoLieccax oT6opa, COKpaLLaTh 3aTpathl Ha NoAbop nepcoHana.

The personnel selection functionality in the system should provide: / ®yHKuMOHanbHOCTL O0T6OpPa nepcoHana, B CucTeme A0/MKHA
obecneynTb:

- Identification of staffing needs (list of vacant positions); / onpegenexHve notpebHoCTM B nepcoHane (CAMCOK BaKaHTHbIX
[OMIKHOCTEN);

- Determination of the qualifications required of applicants for vacant position; / onpeaeneHue kanuduKkaLMoHHbIX TpeboBaHMI
K NpeTeHAeHTY, KoTopble NPeAbABAATCA BaKAaHTHOMW [OMKHOCTbIO;

- Registration of applications for participation in the recruitment process; / pervctpaumio 3as9BoK Ha y4acTue B KOHKYPCE;
- Initial screening of applicants for vacant positions; / nepBuuHbIi1 0TEOP NPETEHAEHTOB HA BaKaHTHYH [O/IKHOCTb;
- Selection of candidates for vacant positions; / 0T60p KaHAMAATOB Ha BaKaHTHYH A0/IKHOCTL;

- Recording of test and interview results for each candidate; / pervcTtpauuio pesynbTaToB MPOBEAEHHOrO TECTMPOBAHUA U
cobecefoBaHNA C KAHAWAATOM Ha BaKaHTHYIO AO/IKHOCTb;

- Recording of decisions regarding the recommendation of candidates for appointment to vacant positions. / perucrpauuio
peLleHns 0 peKOMEeHAALMMN KaHAMAATa Ha 3aHATUE BAaKAHTHOM A0MKHOCTU.

7.2.7. User Administration / AGMUHUCTPUPOBaHKE NoNb30BaTeNEN

Users with administrator access rights should be able to manage user accounts. The following functions should be provided:
Monb3oBaTenu ¢ NpaBamu A0OCTyMNa agMUHUCTPATOPA AOMKHbI UMETb BO3MOMKHOCTb YNPaBAEHUA YHETHbIMM 3aMUCAMM NOJb30BaTE/NEN.
Mpu 3TOM HEO6XOAMMO MPeayCcCMOTPETb ceaytolme GyHKLUU:

- maintaining the list of AIS users (creation, editing); / BeaeHue cnuncka nonsbszosateneit AUC (cosaaHve, peaakTMpoBaHue);

- setting up user access rights (viewing, editing, administration); / HacTpoika npas aocTyna nonb3osaTenei (npocmotp,
penakTMpoBaHuWe, aAMUHUCTPUPOBAHKE);

- customizing user access levels by supervised subdivisions; / HacTpoiika ypoBHei AocTyna rnosib3osaTesiei no Kypupyembim
noapasaeneHuam;

- creating and changing user password; / cozgaHve 1 UsMeHeHve Naposis No/ib30BaTesNs;
- locking users; / 610KMpoOBKa nosib3oBaTeseit;

- viewing the log of user actions (reading, editing) with the function of searching by user, date, object and other details. /
NPOCMOTP KypHana AeWcTBuUiA Nonb3oBaTenei (YTeHue, peAakTUpoBaHWe) ¢ GyHKUMEN noucka no nosb3oBaTento, Aate, o6bekTy u
APYrMM PEKBU3UTAM.
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